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SDN = Software Defined Networking

OcCHOBHblIe NPUHLUMUNDI
dunsnyeckoe pa3geneHune yposHA nepenayvyn AaHHbIX OT YPOBHA
ynpaB/IEHNA CeTEBbIX YCTPOWUCTB.
Jlornyecku LEHTPA/IN30BAHHOE YyrpaBaeHUeE.
[MporpammmnpyemocTb.

OTKpbITbIN eANHbBIN MHTEPdENC yNpaBAEeHMUS.

3. Consistent, well-defined global view

N Y J Npenmyllectsa

Network OS YnpouieHne ynpaBaeHus
1. Open interface t; packet forwarding 2. Atlastong CETb I'O (O P EX)

¢ Network OS

Packet
Forwarding

closed-source

- obopyaoBaHua (CAPEX)
Packet Pa3pa6OTKa paHee
rorwrine I HeAO0CTYMNHbIX CEPBUCOB

/ this simple?
Packet
Forwarding

probably many
C OpenFlow | Open-and YnewesneHue

“SDN means thinking differently about networking”

Jon.rnaBsbl KOMnbOTEPHbIX CETEM
LWanmnmos A.B.
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NETWORKS

HeunsBecTHbI NakeT oTnpasnaeTcsa Ha KoHTponnep (OF PACKET _IN).

KoHTponnep BbIMMCASIET NYYLINIA MApLUPYT Yepe3 BCHO CETb (C HAMMEHbLLEN
CTOMMOCTbIO 1 YAO0BNETBOPAIOLNIA NOANUTUKAM MapLLUPYTU3aLUN).
CooTtBeTcTBYlOWME Npasmaa OpenFlow ycTaHaBAMBAOTCA HA KOMMYTATOPbI + Cpa3y
n obpaTtHbIN mapwpyT (OF _PACKET _OUT/FLOW_MOD).

Jon.rnaBbl KOMnblOTEPHbIX CETEM
LWanmnmos A.B.




- 3/ MapwpyTusauuna ¢ SON/OpenFlow

NETWORKS
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HeunsBecTHbI NakeT oTnpasnaeTcsa Ha KoHTponnep (OF PACKET _IN).
KoHTponnep BbIMMCASIET NYYLINIA MApLUPYT Yepe3 BCHO CETb (C HAMMEHbLLEN
CTOMMOCTbIO 1 YAO0BNETBOPAIOLNIA NOANUTUKAM MapLLUPYTU3aLUN).
CooTtBeTcTBYlOWME Npasmaa OpenFlow ycTaHaBAMBAOTCA HA KOMMYTATOPbI + Cpa3y
n obpaTHbIM mapwpyT (OF_PACKET _OUT/FLOW_MOD).
AvnHamunueckan nepekoHpUrypauusa B cnyyae ownbKku cetu.

Jon.rnaBbl KOMnblOTEPHbIX CETEM
LWanmnmos A.B.




TpeboBaHMA K KOHTponnepy MNKC

e

* [lpon3BOANTENIBHOCTb » LlOf tpebyet 06paboTky

i 5 >10M cobbliTnUi B cEKyHAY
— 11PONYCKHAA CMNOCOOHOCTb PeakTuMBHbIE

* events per second KOHTpONNepbl bonee
— 3a4epKa “yyBcTBUTENIbHbIE”

* us
* HageXXHOCTb 1 6e30nacHOCTb
— 24/7
* [IporpammunpyemocTb
— OYHKUMOHANBbHOCTbL: NPUIOXKEHNA N CEPBUCHI
— NHTEepdenc nporpammmpoBaHms




ApXMTeKTypa OpenFIow KOHTponnepa

i

Anroputmbl Ha rpadax, pacnpeaeneHHble
cuctembl U 6a3bl AaHHbIX, web
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-{viie  OpenFlow KoHTponnep

NETWORKS

Mporpamma, TCP/IP cepBep, 0xKnaatoLLmi
NOAKNOYEeHNA KOMMYTATOPOB

OTBeyaeT 3a obecneyeHne B3anmoaemncTeme
NPUNOXKEHNA-KOMMYTATOP.

[penocTtaBaseT BaxKHble cepBUChbl (Hanpumep,
NOCTPOEHME TONOAOTUN, MOHUTOPUHT XOCTOB)

APl ceteBon OC nnm KoHTponnep npeaocrasnaeT
BO3MOHOCTb CO34aBaTb NPU/IOXKEHNUA HA OCHOBE
LEeHTPaNN30BaHHOU moAaenu
nporpaMmmupoBaHUA.




Y APPLIED
| | RESEARCH

e Cnncok OpenFlow KoHTponnepos

NETWORKS

* /IX 1eNCTBUTENIbHO MHOIO
— Nox, Pox, MUL, Ruy, Beacon, OpenDaylight,
Floodlight, Maestro, McNettle, Flower, Runos

— Pa3Hble A3bIKKM NporpammmpoBaHmna ot Python -
no Haskell, Erlang %%E

e [1na obpa3oBaHua - Pox. ’

e [/1Ba 60NbLLUMX KOMbIOHUTH
— ONOS (Stanford)
— OpenDayLight (Cisco) Bk OPEN

* B Poccun — Haw Runos

oMNosS

2RUNOS
— arccn.github.io/runos =) >

Jon.rnaBbl KOMnblOTEPHbIX CETEM
LWannmos A.B.
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[loBbllLEeHUe npon3soaunUTe/IbHOCTHU

Camble pecypcoemKue 3aaa4u:

* B3ammopgencrtesume c OpenFlow kKommyTatopamum:
— UNCMNOoJZib30BaHNE MHOTOMOTOYHOCTMW,

— Y4YeT 3arpy3ku HuTen u nepebanaHcMpoBKa.

* [onyyeHune OpenFlow nakeTtoB 13 KaHana:

— YTeHWEe NaKeToB U3 NAaMATU CETEBOM KapTbl, MUHYA
ceteBoM ctekK OS Linux;

— nepexknryeHne KOHTeKCTa,

— BUPTYa/ibHble aapeca.
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RUNOS — 3to ninHenka OpenFlow KoHTponnepos

+: 6onbluasn NOX, Pox, Floodlight,
GyHUMN-TD MpunoxkeHus OpenDaylight, MUL,
-: HU3KaA etc

oMm3B-
I CepBuchl

OpenFlow

MpunoxxeHua
User space

Kernel space
Y10 moXKeT b6bITb NO

cepeaguHe?

CepsBuchl
’ MpunoXxeHua

In-
kernel
OpenFlow

ApxuTeKTypa: CepBucbl

[MpunoXx-a B userspace

OpenFlow
YacTto ucnonbsyemsble CepBI/ICbI_I_: 60nbLan GYHLUN-Tb P

B AApe (Tonosiorus) +: BbICOKas NPOU3B-Tb

(9 v +: -
UHTepdeiic B3aumoaelicTaus BblcOKaA MPON S

-: Mano pyHKLUUMn
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AbcTpaKuus

* Kypcbl no OnepaumoHHbIM cUCTEMAM y4aT
byHAAMEHTANbHbIM MPUHLUMUNAM:

— [MPUMNTUBDBI CUHXPOHU3ALUN, MOTOKN, UCKNOYEHMUS,
dannosBaa cuctema u T.A4.

— HoBble A3bIKM NPOrpaMmmmMpoBaHmnsa, onepaLMoHHbIe
CUCTEMbI

* Kypca no CeTeBbiM TEXHONOMUA Y4aT Ky4e NPOTOKO/10B
— TCP, UDP, ARP, MPLS, GRE, BGP, OSPF, IS-IS, LDP, RSVP, PIM,

— OTcyTcTBME DYyHAAMEHTANbHbIX MPUHLMUMNOB, TONbKO
PYKOBOACTBA NO 3KCN/yaTaLuUm ceTem

— ANropUTMbI MapLpyTU3aLMM OAHUN U TEXKE MHOIO J€eT,
yrnpaB/ieHne CeTbIo NPUMUTUBHO
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MeaneHHO pa3BuMBatoOLLLAACS,
3aKpbITas, 4oporas cuMcrema.
Manblii PbIHOK CObITa

CneuyanmsnmpoBaHHble
nporpammsl

CneymanusmposaHHas
onepaumMoHHaA cMcTema

CneunannsnpoBaHHasA

annaparypa

AbcTtpakunn B IT

BoicTpoOe BHeapeHne MHHOBaLMN
OTKpbITble MHTEPDENCHI
Bonbwoi pbiHOK cbbITa

ecy €

OTKpbITbIV MHTEPENC

am Windows Q |OS

OTKPbITbIN NHTEPPENC

intel ) QuALcoOMm
Jon.rnaBbl KOMnblOTEPHbIX CETEM 18
LWannmos A.B.
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i Abctpakuua B Al

NETWORKS

MalLnHHbIEe A3bIKU NPOrPaMMUPOBAHUA - HET HUKaKOMU
abcTpakuum

BbiCOKO-ypOBHEBbIe A3blKU nporpammuposaHua, OC + gpyrue
abcTpakuum

— CTpyKTYypbl AaHHbIX, PYHKUMWN, NnepemeHHble, Gpannbl, BUPTyabHan
NamaTb, ....

CoBpemeHHble A3bIKKM NPOrpammMmunpoBaHua — ewle 6onblue
abcTpakuum
— O61beKTbl, HUTKU, cemadopbl, cOOpPLLMK Mycopa

A6cTpaKuum ynpow,aloT NporpammmupoBaHue: npoLle N1ucaThb,
npolye nogAaep*KMBaTb, AymaTtb 06 anropurme

MO3>KHO 11 TaKoe e NONYYUTb ANA KOMNbIOTEPHDbIX ceTen?
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AbcTpakuma B SDN?

northbound

Control Abstraction: Interface

Global View

southbound
" Interface
eg. OpenFlow

Forwarding Abstraction:
Match-Action Tables

e AGCTpaKUMsa YpOBHA ynpaBaeHUs

e AOGCTpaKuMsa YPOBHA Nepeaadun AaHHbIX

Jon.rnaBbl KOMnblOTEPHbIX CETEM
LWanmnmos A.B.
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e ABcTpakumm OpenFlow

NETWORKS

* YpoBeHb ynpasneHus — forwarding,
yrnpasBaeHne NepecbiIKoOM NakeTos

* YpoBeHb nepeaayn AaHHbiXx — match-action

Tabanubl

[on.rnaBbl KOMMObIOTEPHbIX CETEN
LWannmos A.B.




[lporpaMmmupyemocThb

* Ha sa3bike KOHTpoOJIIEpA [OBICTPO]

* Ha nro6omM ga3bike yepe3 REST nHTepdenc

IMeZ1JIeHHO ]

* CrienuaJibHble A3bIKH IPOrPAaMMUPOBAHUSA C
npyrou abcrpakinuen (Hamnpumep, Pyretic,
Maple)




[Toumep REST 3anpoca

root@pc=l:~# curl http://127.0.0.1:8080/wvm/staticflowentrypusher/1ist/00:00:00:24:€8:79:29:1a/j80on | json pp ~t dumper
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 670 0 670 0 0 69791 0 ==fomie= cojecjec ccjeap-= T4444
SVARL = |
'00:00:00:24:28:79:29:1a"' => |
'drop-flow' => |
‘priority' => 32767,
‘actions' => undef,
'flags' => 0,
'version' => 1,
'bufferld' => -1,
‘match' => |
'datalayerVirtualLanPriorityCodePoint' => 0,
'wildcards' => 3145983,
'networkDestinationMasklen' «> 32,
'networkProtocol' => 0,
'transportSource' => 0,
'networkSourceMasklen' «> 32,
'datalayerSource' => '00:00:00:00:00:00°',
‘datalayerType' => '0x0000°',
'networkTypeOfService' => 0,
'datalayerDestination' => '00:00:00:00:00:00°",
finputPort' => 0,
"networkDestination' => '10.10.2.2°,
'transportDestination' => 0,
'networkSource' => '10,10.1.2°',
'datalayerVirtualLan' «> <1
),
‘cookie' => '45035997289868789',
‘lengthU' «> 72,
'length' => 72,
‘outPort' => -1,
'xid' => 0,
‘type' => 'FLOW_MOD',
"hardTimeout' => 0,
'idleTimeout' => 0,
‘command' => 0




[lpoonemaTtuka NorthBound API

NorthBound API - unTepderic Mexxay KOHTPOJJIEPOM H
NPUJIOKEHUSIMHU

[IporpamMmupoBanue ¢ OpenFlow He npocTas 3agayal
— CJI0’KHO BBINIOJIHSATh HE3AaBUCUMbIM 3a7a4H (routing, access control)
— HuskoypoBHeBas abcTpakKius
— HyXHO MOMHMUTH O NpaBUJIax HA KOMMyTaTOpax
— Tlopsi0K YCTAaHOBKM MPaBXUJ HA KOMMYyTaTOpax HEU3BECTEH

HepEHOCHMOCTb l'IpI/IJIO)KeHI/Iﬁ MEX Y KOHTPOJIJIEpaMHU

Controller Platform

4




HuskoypoBHeBble getanu Open

A.3.4.1 Modify Flow Entry Message

Modifications to a How table from the controller are done with the OFPT_FLOW_MOD message:

f* Flow setup and teardown {(comtroller -> datapath). =/
struct ofp_flow_mod {
struct ofp_header header;
uintf4_t cookie; /% Opague controller—-issued identifier. */
wint64_t cookie_mask; /= Mask used to restrict the cookie bits
that must match when the command is
OFPFC_MODIFY# or OFPFC_DELETE:. A walue
of 0 indicates no restrictiom. =/

f* Flow actions. =/

uint8_t table_id; ID of the table to put the flow in.
For OFPFC_DELETE_* commands, OFPTT_ALL
can also be used to delete matching
flows from all tables. =/

uints_t command; One of OFPFC_*. =/

uint1l6_t idle_timeout; Idle time before discarding (seconds). =/

uintl6_t hard_timeout; Max time before discarding (seconds). #*/

uintlé_t priority; Prierity level of flow entry. #*/

wint32_t buffer_id; Buffered packet to apply to, or
OFF_NO_EUFFER.
Not meaningful for OFFFC_DELETE#. #/

out_port; For OFPFC_DELETE+* commands, reguire

matching entries to imclude this as an
output port. A value of OFFP_ANY
indicates no restrictiom. */

uint32_t out_group; For OFPFC_DELETE# commands, require
matching entries to imclude this as an
output group. A value of OFPG_ANY
indicates no restrictiom. */

uint16_t flags; f* One of OFFFF_*. =/

uintB_t pad[Z];

struct ofp_match match; /* Fields to match. Variable size. =/

ffetruct ofp_instruction instructions[0]; /* Instruction set */

+
OFF_ASSERT(=sizecf (struct ofp_flow_meod) == 58);




HuskoypoBHeBble getanu OpenFlow

0fl3::FlowMod fm2;

fm2.table id(FORWARDING TABLE);

fm2.priority(lee);

fmz.cookie(cookie);

fm2.xid{mgr-=impl->xid);

fm2.buffer id(0OFP_NO BUFFER);

fm2.add oxm field( ofl3::InPort(main_route[@].port));

fmz.add oxm field( ofl3::VLANVid(end switch list[@].ep list[@].stag | of13::0FPVID PRESENT));
ofl3::ApplyActions acts2;

acts2.add action( ofl3::0utputAction(end switch list[@].ep list[@].port, @));
fmz.add instruction{acts2);

mgr-=get connection(swl dpid)-=send(fm2);

0fl3::FlowMod fm3;

fm3.table id{FORWARDIMG_TABLE];

fm3.priority(lee);

fm3.cookie(cookie);

fm3.xid{mgr-=impl-=xid);

fm3.buffer id(OFP_NO BUFFER);

fm3.add oxm field( of13::VLANVid(end switch list[@].ep list[@].stag | ofl3::0FPVID PRESENT));
fm3.add instruction( ofl3::WriteMetadata(domain_id, OxFFFF));

fm3.add instruction( of13::GoToTable(LEARNING TABLE));

mgr->get connection(sw2 dpid)->send(fm3);

(auto ep : end switch list[1].ep list) {

ofl3::FlowMod fm4;

Tm4.table id(LEARNING TABLE);

fmd.priority(1ee);

fm4.cookie(cookie);

fmd.xid{mgr-=impl-=xid);

fm4.buffer id(0OFP_NO BUFFER);

fm4.add oxm field( 0f13::Metadata(domain_id, @xFFFF));
fm4.add oxm field( ofl3::InPort(ep.port));

ofl3::ApplyActions acts4;




Possible problems in OpenFlow controllers

Example of the problem with running several apps independently:
Forwarding and Span apps. First app sends a flow over port 1, while second ones
sends the same flow over port 5. Rules intersect with each other.
Final rules order in the flow table is unknown.
Packets will go using only the first rule. Thus, only one app will work. Conflict!
We may to resolve such conflicts and some others. Justip_src:10.0.0.1 -> output:1,5!

Forwarding Rule 1: ip_src:10.0.0.1 -> output:1
Rule 2: ip_src:10.0.0.1 -> output:5

Flow table

OpenFlow

Rule 1
Rule 2

packet

never used




Komno3nuuma npnnaoKeHmnm

e [1Ba TMNa Komno3unuum (Ha npumepe, Pyretic)

— MapannenbHas — BbINOAHAET 06a AencTems ogHoBpemeHHo (forwarding n
couting)

— MMocnepoBatenbHas KOMNO3ULMA — BbIMOJIHAET OAHO AeCTBUE 33 APYTMM
(firewall, 3aTem switch)

Parallel Composition

dstip = 1.2/16 = fwd(1)

srcip =5.6.7.8 = count dstip = 3.4.5/24 > fwd(2)

srcip =5.6.7.9 = count

srcip = 5.6.7.8, dstip = 1.2/16 = fwd(1), count
srcip = 5.6.7.8, dstip = 3.4.5/24 - fwd(2), count
srcip = 5.6.7.9, dstip = 1.2/16 - fwd(1), count

Jon.rnaBbl KOMnblOTEPHbIX CETEM
LWanmnmos A.B.




Sequential Composition

srcip = 0%, dstip=1.2.3.4 = dstip=10.0.0.1 dstip = 10.0.0.1 =2 fwd(1)
srcip = 1%, dstip=1.2.3.4 = dstip=10.0.0.2 dstip = 10.0.0.2 =2 fwd(2)

Controller Platform

srcip = 0%, dstip = 1.2.3.4 - dstip = 10.0.0.1, fwd(1)
srcip = 1*, dstip = 1.2.3.4 = dstip = 10.0.0.2, fwd(2)

* Pyretic

— (match(dstip=2.2.2.8) >> fwd(1)) +
(match(dstip=2.2.2.9) >> fwd(2))

Jon.rnaBbl KOMnblOTEPHbIX CETEM
Wannmos A.B.




Pyretic npumep LB

As another example, consider a server load-balancing policy
that splits request traffic directed to destination 1.2_.3 4 over
two backend servers (2.2.2. 8 and 2.2.2.9), depending on the first
bit of the source IP address (packets with sources starting with
0 fall under IP prefix 0.0.0.0/1 and are routed to 2.2.2 8). This
results in the policy:

L = match{dstip="1.2.3.4") >=
(matchisrcip="0.0.0.0/1"') == modifyldstip="2.2.2.8"')) +
(-match{srcip="0.0.0.0/1") => modify{datip="2.2.2.9'2})

* http://frenetic-lang.org/publications/pyretic-login13.pdf

Jon.rnaBbl KOMnblOTEPHbIX CETEM
LWanmnmos A.B.




Maple



[Mpnmep npobaembl

be3zonacHocTb: TCP noToku Ha 22 nopT nayt 6e3onacHbim
MapLpyToOMm

OcTasibHble NOTOKMN UAYT KPaTYanLLUM MAPLLUPYTOM
Mpn 3TOM HaZ0 3aNOMUHATb, IAe KaKMe KOHEeYHbIe Y3/1bl HaXoaATCA

def f(pkt):
srciw = pkt.switch(); srclnp = pkt.inport()
1f locTable[pkt.eth_src()] != (srciSw,srclInp):
invalidateHost (pkt.eth_src())
locTable [pkt.eth_src()] = (srchw,srclnp)
dstSw = lookupSwitch(pkt.eth_dst(})
1f pkt.tcp_dst_port () == 2Z:
outcome.path = securePath(srcSw,dstsw)
else:

outcome.path=shortestFPath (srcSw,dstsw)
return outcome

MporpammHo-KoHpurypmpyemble CeTu
LWannmos A.B.




B peanbHOU XN3HU

def packet_in(pkt):
src3w = pkt.switch(); srcInp = pkt.inport ()
locTable [pkt.eth sre()] = (srcSw,srcInp)
dstSw = leookupSwitch(pkt.eth dst () )
if pkt.tcp dst_port () == 22:

(nextHop,path)=securePath (srcSw, dst5w)
else:

(nextHop, path)=shortestPath(srcSw,dstSw)
fixEndPorts (path, sreSw, srcInp, pkt.eth_dst () )
for each sw in path:

inport’ = path.inpeortit (sw)

outport’ = path.outportit (sw)

installRule (sw, inpert”’,

exactMatch (pkt),
[output (outport’ ) ])
forward(srcSw, srcInp, action, nextHop)

MporpammHo-KoHpurypupyembie Cetu
Wannmos A.B.




Yto byneT, ecnm nobaBuTb 3TO
npaBuao?

installRule (sw, inport’,
[from:pkt.eth_src(), to:pkt.eth dst ()},
[output (cutport?)])

e Kak pewuntb npobnemy?

— [1pnoputeTsl




Elle BapnaHT

def packet_in(pkt):

if pkt.tcp_dst_port () == 22:
(nextHop, path)=securePath (srcSw, dstSw)
fixEndPorts (path, srcSw, srcInp, pkt.eth_dst () )
for each sw in path:
inport’ = path.inportAt (sw)
outport’= path.outportAt (sw)
installRule (sw, inport’,priocrity=HIGH,
{from:pkt.eth_srci(),
to:pkt.eth_dst (), to_tcp_port:22},
[output (cutput”®)])
forward (srcSw, srcInp, action, nextHop)
elze:
(nexthop, path)=shortestPath (srcSw, dstSw)
fixEndPorts (path, srcSw, srcInp, pkt.eth_dst ())
for each sw in paths:
inport’ = path.inportAt (sw)
cutport’= path.ocutportAt (sw)

installRule (sw, inport’ ,priority=MEDIUM,
E F Y from:pkt.eth src(),

to:pkt.eth_dst(),to tcp port:22},
[output (toController) ])
installRule (sw, inport’ ,priority=L0OW,
{from:pkt.eth_src(),to:pkt.eth_dst ()},
[cutput (cutport’)])
forward(srcSw, srcInp, action, nextHop)

MporpammHo-KoHpurypupyembie Cetu
Wannmos A.B.




Trace Tree

J

[ w

[ ]
il IV Wl B

w |

[

[path 6-=>4: h6-=s1/port 30->s2/port 3->s3/port 4 [h-h"]

* Tpu TMNa BepLUNH
L — leaf
V —value
T —test
+empty

MporpammHo-KoHpurypmpyemble CeTu
LLlanumos A.B.




Flow table

Algorithm BUILDFT ()

priority + 0,

BUILD(t, any);
return;

Procedure BUILD (i,m)

if type, = L then

emit Hule(priority, m, value, );
priority +— priority + 1;

else if type, = V' then
for v € keys(subtrees: ) do

| BUILD(subtrees;[v], m A (attre @ v));

else if type, =T then

BUILD(E_,m):

me = m A (attre : valuee );

emit Hule(priority, m;, ToController);

prioTity + p‘r_‘a._ur-aty + 1; [ (3, tcp_dst_port=22 , drop),
BUILD(fy, m¢ ); (2, tcp_dst_port=22 , toController),
(1, eth _dst=4 && eth_src=6, port 30),

(0, eth_dst=2 , drop) ]

MporpammHo-KoHpurypupyembie Cetu
Wannmos A.B.
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YacTb Ill: Runos OpenFlow

KOHTpOANEpP




CeTeBas onepaunoHHasa cuctema Runos

CucreMa ynpaBJieHUs CeThI0 IepBbli poccuickui SDN-koHTpOo/1ep RUNOS
RUssian Network Operation System
EcTb pa3sHble BapMaHTbI KOHTpPOJLIEpa ¢ eAMHOH 6a30ii U \ﬁ'RUNeS

pa3/IMYHbIM HAOOPOM CEPBHCOB U MPUJIOKEHUU

OTKprTaH BEpPCHUA Ha Github http://arccn.github.io/runos/ inkernel |
-~ fusion

CBost 6a3a Ha C++11/14, a He Java easy

IleJIb: YIIPOCTUTD Pa3paboTKy CETEBBIX IPUIOKEHUN U He - B

3a0bIBaTh O NPOU3BOJAUTEbHOCTH o et

10000000
MPUJIOKEHUS: TOTIOJIOTUS, MapIIPYT, IEPECTPOEHUE B CIy4ae = ——MuL

—— Maestro

o6priBa, REST, WebUl, npoakTrBHas 3arpy3ka npaBuJi, ——Ry
pe3epBupoBaHUe Active-Passive

BHYTpeHHHH fAAepHad BEpCHUs
= Cynep-npou3BoAUTeNbHOCTb 30 MJIH COOBITHUN B CEKYHAY
» Pa3paboTka NpuJIOKEHUH 10/ 3aKa3uMKa

BHyTpeHHSIsl BepCHUs C IPUJIOXKEHUSAMH 10/ onepaTopa

CBfA3HU
baza Takas ke, kak 1 Ha Github. 3akazuuku caMmu MOTyT
pa3pabaTbiBaTh MPHUJIONKEHHUS. YUUThCS 10 JOCTYITHBIM
MaTepuajaM
CepBucol B2C, B2B (p2p, mp2mp, multicast, u T.11.)
Active-Standby pexxum



http://arccn.github.io/runos/

RUNOS: ocobeHHOCTH

ANroputMmuyeckme NoANTUKK (reHepauua npaeun)

— PacnpepeneHne npnopmuteToB, KOMBUHALKUA NPaBUA MpunoxeHus
— LOAD, MATCH, READ abctpakuum

— Ha ocHoBe MAPLE

Apy>xectBeHHbIK APl Ha ocHoBe EDSL rpammaTtmnkm
(HU3KoypoBHeBbIe AeTanun CKPbITbl B cUCTEME OpenFlow
BbinosHeHuA — overloading, templates) GELR—

— “pkt[eth src] == eth addr” G

User
space

I‘if (Ethsrc == A | | ethdst —— B) dOA else dOBH space
“test((eth_src & “ff0.....0") == “...”)" Features:

Algorithmic policies

”modify( ip_dst>>“10.0.0.1 )" - (rule generation)

decision are “unicast()”, “broadcast()”, “drop()” - Client-friendly APl using

o EDSL grammar (low
KOM"O3MLI,MFI NMPUNOKEHUN (napanneanaﬂ nu level details are hidden

nocnegoBaresibHaad KOMMNo3a LI,MH) inside the runtime -
R i+ S>> . overloading, templates)
d P! (Ib forwardi ng) - Modules composition
(parallel and sequential
composition)




OnucaHusa penn3oB

Bepcus 0.6 - ciaenyroniyii 60/b10MH pesns (anpesb)

[TosiHOE 0OHOBJIEHHE CTPYKTYPHI iApa KOHTpoJiepa. Het
NpHBs3Ka K KOHKPETHON BepCcuM nNpoTokosia OpenFlow.
CBOSI MO/ieJib, paclivpsieMas o/, JIloOble HOBbIE 110JI51, B TOM
YUCJIe Y crielupuruiecKure 1Jis 000py0BaHUS.

[lakeTHasd rpaMMaTHKa [JiSl CETEeBbIX MIPHUJI0XKEHUH.
YnpoiaeT pa3pab0TKy HOBBIX IIPUJIOXKEHU .

O6HOBJIeHHE CUCTEMBI r'eHepaLlMM IPAaBUJ — MOBbIIIEHA
CKOPOCTb PabOThI U yJIy4dllleHa reHepalys npaBuJ (1o
KOJIMYETCBY MMPaBUJ U YUCJY IPUOPUTETOB).

B03MOXHOCTb CTaTUYECKOT'O CBSA3bIBAHUA MOJYJIEU.
CucreMa TecCTOB.




YacTb IV: Pa3paboTka npmnnoxeHunn

anAa Runos KoHTpoAanep




First application — L2 learning

o

L2 learning table

~
kst hos L swichport_

What is L2 learning? B 3:2

— L2 table — where particularly host resides (host <->sw:port)

A->B. What should we do on sw1?
— Learn and broadcast

B->A. What should we do on sw3?

— Learn and unicast

Advanced question: will it work for ping utilities? Ping 10.0.0.2 (assuming B
has this IP)

— Yes, arp (broadcast), ip (icmp)




Host Databases

class HostsDatakbase {

bBoost: rshared muatex muatex:

std: runordered map<ethaddr, switch and port> db;

public:

vold learn{uintéd € dpid, uwint3Z2 € in portc,

ethaddr mac)
i
LOG(INFO) << mac << " seen at " <« dpid << ":"' <« in port;
i
boost: iunigue lock< boost::shared mutex > lock(mutex) ;
db[mac] = switch and port{dpid, in port}:
} \ - \
} .insert(...)
boost: :optional«<switch and port> guery (ethaddr mac)
i
boost: :shared lock< boost::shared mutex > lock{mutex) ;
auto it = db.find{mac) ;
if (it = db.end())
retorn it->=econd;
el=se
return boost: inone;
¥



L2 forwarding application

// Get required fields
ethaddr dst mac = pkt.load(ofb eth dst);

db->*learn (connection—->dpid(),
pkt.load(ocfb in port),
packet cast<TraceablePacket>(pkt) .watch(ofb eth src));

auto target = db->query(dst mac) ;
// Forward
if (target) {
flow->idle timeout ( ) :
flow->hard timeout ( * ) ;

} else {
flow—>broadcast () ;

return PacketMissZction

}

auto route = topology->computeRoute (connection->dpid(),
target—>dpid) ;

if (route.=zize() > 0) {

flow—>unicast (route[]] .port) ;
} else |
flow->ldle timeout ( ) ;
LOG (WARNING) << "Path from " << connection—->dpid/()
<< " to " €< target->dpid << " not found”;

return PacketMissZction: :Continue;

: :Continue;
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